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WARNING

This paper does NOT constitute legal advice and I am not qualified as a legal professional. This work is only intended as an academic discussion of intersection between libel law and content created and posted on the internet by ordinary members of the public. 

The Law Society (http://www.lawsociety.org.uk) can help you find and contact a qualified legal professional who can provide you with actionable legal advice.
The websites of news and media organisations are increasingly embracing user generated content - text messages, comments, discussions, reviews, images and videos submitted by members of their audiences. UGC can bring audiences closer to the news by providing first hand accounts from "citizen journalists" -  ordinary members of the public who have decided to share their experience.

Despite the benefits, websites publishing this content also make themselves open to a number of risks, including liability for publishing defamatory material. 

· What is the current state of liability for website owners in England and Wales who publish libellous content created and submitted by members of the public?

· How is this liability likely to be affected where the owners of a website are physically based in England and/or Wales but where sections of the audience, readers and contributors, are located in a different jurisdiction?

· Based on existing case law, might it be prudent for UK based internet publishers with a foreign audience to be aware of and protect themselves from possible violations of libel laws in foreign jurisdictions?

· What procedures, if any, can websites publishing user generated content put in place to limit their liability for libellous material submitted by users?

(For background on user generated content see: http://news.bbc.co.uk/1/hi/technology/4566712.stm ) 

“For the journalist, the publisher and, indeed, for anyone who earns his or her living with words, the law of defamation presents one of the greatest perils.” 

Whilst there is no statutory definition of defamation, legal textbooks generally agree
 that it is the publication of a statement that:

· Lowers a person in the estimation of right-thinking members of society generally (Sim v Stretch (1936) 52 T.L.R. 669)

· Cause a person to be shunned or avoided (Youssoupoff v. Metro-Goldwyn-Mayer Pictures Ltd (1934) 50 T. L.R 581.

· Expose a person to hatred, ridicule or contempt (Parmiter v Coupland (1840); or

· Disparage a person in his business, trade, office or profession

There are two forms of defamation in UK law: libel and slander. If the defamatory statement is written or made in a permanent form then it is libel. If a defamatory statement is made verbally it is, with exceptions, slander. A defamatory verbal statement made as part of the performance of a play is libel
. Likewise a defamatory verbal statement broadcast on radio, television, or by cable television is libel
. The other differences between libel and slander fall outside the scope of the present paper.

A claimant must establish that a) the published statement is defamatory in meaning, b) that it refers to him or her, and c) that it has been published to a third party
. Ordinarily, for a statement to be defamatory, it’s meaning must be construed as if read by the ordinary, reasonable, fair-minded reader
.

“Defamation law’ according to Welsh (etal), ‘exists to protect the reputation of the individual (both his moral reputation and his professional reputation) from unjustified attack.”
 For those with a reputation to protect, defamation law acts as a check upon the power often wielded by the media to make or break them. 

It’s often said that defamation law has a “chilling effect” upon freedom of expression. The authors of Libel and the Media: The Chilling Effect (1997), write that “preventative self-censorship seems just as effective in ensuring that journalists and editors on these newspapers steer well clear of, for example, investigation of deaths in police custody; exploitative employment practices by various large companies…bribery and other corrupt practices…”
 They argue that the vast legal costs and awards in libel cases have caused the media to avoid some investigations altogether. 

It’s not just large media companies that have to guard against potential libel suits. “Although many libel actions are against national newspapers and involve stories of sex and scandal… large sums have also been awarded against small publications and for articles in which the media erred while trying to fulfil their traditional role as the public’s watchdog.”
 For example, in 2000 the claimants in ITN v LM were awarded £360,000
 that, added to estimated legal defence costs of £300,000, caused the magazine to cease publication and led the co-publishers, Helene Guldberg and Mick Hume down “the road to personal bankruptcy.”

The media can, of course, guard against the publication or broadcast of libellous content. But one of the biggest changes in the media over the past few years has been increasing willingness of news and media organisations to make use of user generated content (UGC) on their websites. Audience contributors, although often armed with the same equipment as professional journalists and producers, are unlikely to have a firm grasp of the UK’s complex libel laws yet they can be held liable nonetheless. In this audience led landscape, website owners are increasingly seeing themselves as moderators of content
 rather than the originators, even if the answer to the question of liability is far from certain.

User Generated Content

The internet is a powerful tool for communication, social interaction and the creation, storage, and distribution of content. For the purposes of this paper, “UGC” is defined as being all the stuff that people create and share online. This content falls into three loose categories, as described below:

Social Networking and Online Community: Social networking and online community websites give users the opportunity to meet with other users and the communication tools necessary for them to discuss, debate, create and share ideas and content. The technologies utilised include but aren’t limited to chat rooms, message boards, multiple-user gaming, instant messenger systems, and user profiles.

Social networking is one of the fastest growing sectors of the internet, with increases in user numbers and visits driving ever greater interest from investors, including many traditional print and broadcast media companies. For example MySpace, purchased by News International $580 Million
 in 2005, now ranks #2 on the internet globally with 37 million unique users a month
. Other prominent examples include FriendsReunited, purchased by ITV in early 2006
, FaceBook, which Business Week reports is seeking a $2 billion sale
, and photo sharing website Flickr, which was acquired by Yahoo in 2005.

A key aspect of these websites is that nearly all their content is created and submitted by users, often using tools provided by the website, and this user content is hosted on the servers of the website.

Blogging and Self Publishing Online: Blogging services provide a suite of powerful, complementary self-publishing tools, the most important of which is a content management and upload system, that enable those with little or no technical expertise to publish content online
. However, since blogs are usually created and owned by an individual they are outside the scope of the current paper. 

Citizen Journalism: Some of the most memorable images and accounts of the Boxing Day Tsunami, the London terrorist attacks, hurricane Katrina, and the Buncefield explosion were all taken by ordinary members of the public who found themselves at the right - or indeed wrong - place at the right time.

The online consumption of news content is growing
 and, because the ease with which technologies such as camera phones and email can be used to create and submit content to these websites, as well as the value these organisations are now placing on UGC, opportunities to submit content are increasing – but, as they do, so too does the risk to the news and media agencies who then publish this material. 

The many potential editorial and legal pitfalls to using content produced by audience members include, but aren’t limited to:

· Authenticity

· Copyright

· Harassment

· Contractual Issues around ownership, fair usage, etc

· Issues relating to behaviour of audience content producers: In creating and providing their content, it’s possible that audience contributors could violate Art. 8 European HRA 1998, trespass, disclose state secrets, come to or cause harm to persons or property, etc

· Duty of Care: what, if any, standard of care is required in dealing with audience contributors remains an open question

· Unsuitable or illegal material: Pornographic images of children, videos showing terrorist acts, bomb making instructions, advice on concocting controlled substances, incitements to racial or religious hatred, “happy slapping” attacks, etc

In January 2006, the NUJ, noting many of these editorial, moral, and legal concerns, issued a Witness Contributors Code of Practise to be used by news and media organisations who solicit and use content from audience contributors. 

Ordinarily, authors, editors and publishers would be directly or indirectly employed by media organisations and under strict instruction to have any potentially defamatory content ”legalled” prior to publication. The systems typically used for gathering and publishing UGC sometimes hold content until it can be checked by a member of staff whilst others allow users to make their content immediately available for other audience members to read, see or hear.

Whilst the Home Office has published voluntary guidelines for the moderation, that is checking of user content for safety, legality and suitability, of interactive services for or likely to attract children as their audience, there is currently no legislation in the UK requiring any checking of UGC at all
. The guidelines signal that moderation of content should be provided but moderation is an expensive, time consuming, subjective human process that is far from fool-proof. There are, generally, three moderation models, each with their own pros and cons, practised by websites:

The main benefit, and downfall, of pre-moderation is that content is checked by a moderator prior to being published for other users to see. Whilst this doesn’t protect the author of defamatory content since the act of libel is complete as soon as it is published to a third party, in this case a moderator, the website would be fully protected so long as it didn’t publish or otherwise distribute that content. However, moderators can and do make mistakes and in instances where they have deliberately published or unhidden defamatory content, they have exerted control to an extent that makes it difficult for them to claim a defence under section 1(1) of the Defamation Act
. So, alongside the reduced risk of anything potentially libellous appearing, there is a significantly increased risk of liability should it happen.

Post-moderation keeps the flow of UGC moving quickly, usually appearing as soon as it’s submitted, whilst at the same time giving the website some control, albeit after publishing, over that content. If defamatory content is noticed before the moderators get to it and remove it there is no reason why a libel claim cannot still be made. The website may, however, be able to use a section 1(1) defence if they hadn’t yet viewed that content at the time the complaint was made. 

Reactive / Alert Only Moderation is, effectively, not a moderation model at all but a policy to review any content that users alert to the website owners. This does afford the website owners the applicability of a section 1(1) defence but it also carries with it much greater risk that defamatory content will appear in the first place.

In Godfrey v Demon Internet, it was found that having been put on notice of a defamatory post on a usenet group, Demon did nothing to remove that post. It’s impossible to conclude from the judgement that Demon would have escaped liability had they taken action to remove the post although it is certain that, when put on notice of libellous content, an internet publisher who takes no action loses the ability to plead a section 1(1) defence.

This may very well have important legal ramifications for those websites that use reactive moderation because, in effect, the notification and takedown process it relies upon actually harms their legal defence should a libel claim be made. This creates an ironic situation where someone who has been libelled can report the libel, putting the website on notice and destroying their defence – a sort of double whammy against the website in the opening rounds. 

It seems less likely that a libellous post will be notified by a member of the public, or the person about whom the words were written, on websites using post-moderation, particularly where the periodic sweep of the moderator is soon after the content is posted. A section 1(1) defence would still be possible but it seems likely that the claimant will have a strong argument that, through the act of reading, viewing, or listening to the content and clearing it out of the moderation queue (content usually goes into a moderation queue, even when it is published immediately, so that moderators can see what content has and has not been scrutinised previously), the website has exerted sufficient control over the content to be deemed responsible. The website publisher, on the other hand, could argue that they were simply following guidelines issued by the Home Office by voluntarily taking on responsibility for moderating content, which is a an expensive and time consuming, but ultimately socially responsible, act that, nonetheless, under law they had no responsibility to do. This could prove persuasive with the judge and jury in a libel case.

Using the pre-moderation model, website publishers are likely to completely destroy the applicability of a section 1(1) defence since they moderate content before making a deliberate decision, and act, to publish that content. This seems, from a liability standpoint, the most dangerous approach but it’s also the one that makes it most unlikely that libellous content will be published in the first place.

In summary, publication risk, which is lowest using the pre-moderation model and highest using the reactive moderation model, runs inversely to the level of liability, where post-moderation seems the least likely to attract liability whilst pre-moderation liability would be almost impossible to avoid following publication. The approach to determining what is the appropriate moderation model for a website needs to take more into account than just avoiding libel suit, for example brand protection, the safety of young people and cost. Given the aspirations of the Home Office that UGC should be moderated, its possible that the courts will develop a test of reasonability, both in terms of the time taken to scrutinise content and actions taken when content is alerted. 

There may also, this author hopes, be a shift in the approach of claimants making libel suits. In a recent High Court case, a chat room user, Tracy Williams, was successfully sued for libel by another user, Michael Keith-Smith
. In another case, the Motley Fool website was forced to disclose the identity of an anonymous message board user who had posted defamatory material on a message board and the claimant then successfully sued that user
. In both instances, rather than seeking a claim against the website where the defamatory posts were made, the claimants took their suits to the author of the content. Legislation ensuring that this is always the case – that those who make a defamatory statement are held responsible rather than those who unwittingly publish it – is sorely needed although unlikely, unless pressure from the internet and media industries increases, to be high on the legislative agenda.

Internet Libel and the Law: A Discussion of Non-UK Cases

In the US case Cubby v Compuserve
, a District Judge found that the ISP Compuserve, having contracted with a third party to provide content, had not exercised editorial control over that content and thus had acted as a distributor rather than a publisher. However, in Stratton Oakmont Inc v Prodigy Services Co
, a New York court distinguished Cubby on the basis that Prodigy had made much of it’s provision of a safe, family oriented service and because it’s “Board Leaders” and filtering technologies were used proactively to enforce content guidelines. Thus the court felt that Prodigy had in fact exerted sufficient control over the content to have liability as publisher whilst also stating that, in most instances, ISPs should be treated as distributors. Distributors in US, as in UK, law are only held liable where they were aware, or reasonably could have expected to be aware, that a publication distributed by them contained defamatory content. It does, however, seem unlikely that the UK courts will follow the American courts in almost completely eliminating liability for website owners who contract with a third party moderation services.

In Lunny v Prodigy Services Co
, Stratton was distinguished on the basis that only automated electronic, rather than human, intervention took place with regards to a defamatory email sent through the service. The judgement says that the “application of any unintelligent automated word-exclusion program of this type cannot be equated with editorial control… Intelligent editorial control involves the use of judgement, and no computer programme has such a capacity”. The judgement also criticised Stratton, saying that it “discourages the very conduct which the plantiff in Stratton Oakmont should have encouraged”. That is, the judges felt that by punishing Prodigy for moderating, Stratton had actually gone against what surely must have been a positive goal, protecting innocent people from damage to their reputation.

The US Communications Decency Act 1996 sought to regulate indecent material online. Under section 230 (c)1, “no provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider”. A court of appeals used this section in making judgement in Zeran v America Online
 where they wrote that “by it’s plain language, section 230 created a federal immunity to any cause of action that would make service providers liable for information originating with a third-party user of the service.” American legal academics, including Jennifer Granick, executive director of the Center for Internet and Society at Stanford University Law School who was recently interviewed on the matter, still view the Zeran case, which tested Section 230 of the Communications Decency Act, as the leading case in this area
. 

According to an article by Daniel Terdiman, prior to the CDA, “the legal environment was unclear about whether a service provider that took steps to edit content faced higher liability than one that didn't.” Terdiman quotes internet industry lawyer, Roger Myers, as saying, “One of the reasons Congress passed the CDA was to encourage service providers and other who make their space on the Internet available to do monitoring without assuming liability…”

John Perry Barlow, one of the early settlers on the “electronic frontier” may have issued a declaration of independence for the internet
, but experience has shown that where courts and regulatory bodies have wanted to assert jurisdiction over aspects of online behaviour they have been able to do so effectively. In the UK, the rule is that the libel, regardless of it’s nation of origin, must have caused it’s harm in the UK
 but each jurisdiction is likely to have their own rules and regulations about what cases will be heard. It would be impossible for any media organization to keep track of the myriad of rules, laws and regulations regarding libel around the world. This author suggests that, instead, website owners should focus on UK law if that’s where their main business and audience is and should perhaps try to inform themselves of libel law in other key operational countries.

Conclusion

Libel law exists to ensure that those who find their reputation has been harmed unfairly may claim damages from those responsible for publishing or broadcasting the defamatory statement. Some within the media describe UK libel law as having a “chilling effect” upon freedom of expression. Media and news organizations are increasingly welcoming and using content submitted by non-professionals. This UGC, which may include comments, reviews, discussions, images or other content carries with it a number of risks to those who own or control the website hosting it. Whilst there is a growing body of case law in this area, it’s still far from certain who will be held liable for defamatory UGC hosted on the websites of media companies. As has been discussed here, there are several moderation models used by website owners to limit the risk of publishing defamatory content although the model offering the lowest publication risk has the highest level of liability should a claim be made and vis-a-versa. Case law from America demonstrates that the courts there have recognized that this seems particularly cruel and unjust to the website owner who, in trying to take steps to reduce the probability of defamatory or otherwise illegal content appearing actually increases their own potential liability. American cases, of course, do not set legal precedent in the courts of the UK but American decisions, coming as they do from a legal system derived from a common legal heritage as our own, can be influential in helping UK courts come up with their own practices. This author hopes that in light of the existence of voluntary moderation guidelines as issued by the Home Office, the UK courts will follow the logic of the American case Lunny v Prodigy Services Co in making it less likely that moderation will attract greater liability. It seems unlikely, however, that the UK courts would follow the line of reasoning that where third party moderation services are engaged, the website owner escapes liability. In instances where a website owner is found liable for damages in a libel case, it’s likely they would seek recompense from the third party moderation supplier under contract law. 

It would be nearly impossible for a website owner to understand and avoid breaking the libel laws of every nation but it would, if practicable, be a wise move in mitigating risk. It isn’t, however, a practicable step so this author suggests that such knowledge is only necessary for and in countries that are of a primary interest to the business of the website – usually where they have operations or countries where a large proportion of their users live. 

According to research undertaken by Sweet & Maxwell, in the year 2000, a record 96 libel cases were brought before the high court
. That’s twice the level of a decade ago
 and may very well increase as more solicitors, controversially, begin to offer libel claimants services on a “no win no fees” basis.
 There are, of course, defenses available to website owners under section 1(1) of the Defamation Act as well as those outlined in Reynolds v Times. 

Still, it seems prudent that the Law Society and other interested parties, namely the UK’s news and media companies, collective apply pressure on the legislature to pass an act making those who originate defamatory content responsible for it and limiting, or perhaps excluding altogether, the liability of website owners who unwittingly publish defamatory content so long as they have reasonable procedures in place to lessen the initial risk of publication and take reasonable steps to remove defamatory content when alerted to it. This seems a commonsense approach of encouraging websites to moderate UGC by limiting, in law, their liability for any defamatory user generated content that does slip by.
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